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INTRODUCTION 

MacQuisition 2019 R1.2 is officially supported on macOS 10.11 (El Capitan), 
10.12 (Sierra), 10.13 (High Sierra), and 10.14 (Mojave) systems, although 10.10 
(Yosemite) and lower may potentially work. MacQuisition also boots into a 
forensically sound environment directly from the dongle. 

 

This QuickStart guide provides a brief explanation to get the examiner started. 
See the MacQuisition User Guide located on the 'Application' partition for more 
detailed information. 

Welcome to the MacQuisition Quick Start 

Guide 

MacQuisition™ is designed for triaging and imaging Mac 
computers.  MacQuisition can be used to image Mac computers, including those 
with T2 chips, and also to collect data from live running Mac computers.  This 
Quick Start guide will walk through live data collection with MacQuisition, booting 
a target system with MacQuisition for imaging, and running MacQuisition from an 
analysis Mac to acquire the target system via Target Disk Mode.  Other factors 
that have to be considered when determining your approach, such as firmware 
passwords, FileVault2, T2 security chips, the file system used, and fusion drives 
will also be explored.    
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The MacQuisition Device 

MacQuisition devices are setup up with multiple boot partitions, an application 
partition, a preferences partition, a license partition, and a data partition.  The size 
of the data partition varies, depending on which MacQuisition device is 
purchased.  Currently, there are two device sizes to choose, 1 TB or 120 GB.  The 
devices connect via USB or USB-C cables shipped with the device.  

 

The following partitions will appear when MacQuisition is connected: 

 

 

 

The Application partition contains the MacQuisition application, used to collect 
data from live systems and when running MacQuisition from an analysis Mac to 
acquire a target system.  The application partition also contains a link to the 
MacQuisition User Guide. 
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Multiple boot partitions are included, providing  support for a variety 
of  Macintosh hardware.  The boot partitions are used to boot a target system for 
imaging.  The most recent boot code will reside on the partition named with the 
MacQuisition version number. 

 

 

 

The remaining partitions serve the following purposes: 

• MQData:  a storage partition that can be used as a destination drive during 
data collections 

• MQPreferences:  contains MacQuisition settings preferences 

• MQLICENSE: stores the MacQuisition license 
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What Do I Need to Consider? 

Before an acquisition occurs, there are some things you need to consider.   

Live Acquisition 
When a computer is up and running, MacQuisition can be used to collect live 
data.  There are circumstances where gathering data from the running system is 
imperative.  The increasing use of FileVault2 encryption requires immediate 
acquisition of the logical data available.  Once the system is shutdown, if a user 
login password or Recovery Key are not available the data will no longer be 
accessible. 

Cold Box 
If the system is not running, there are two ways to use MacQuisition.  The first is 
to boot the target system directly using MacQuisition.  The second is to load 
MacQuisition on an analysis Mac and connect the target via Target Disk Mode 
(TDM).  Determining which method to use depends on several variables. 

Firmware Password 
A Firmware password on a Mac prevents starting up from any internal or external 
storage device other than the selected startup disk.  This includes booting to the 
Recovery partition, Target Disk Mode, and MacQuisition.  To determine if a 
firmware password is set on a target system, press and hold the Option key 
immediately after turning on or restarting the Mac.  

 

If no Firmware password is set, the bootable volumes on the device will be 
seen.  At a minimum this includes the volume containing macOS.  When a 
Firmware password is set, the following screen will appear: 
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If the Firmware password is not known, the system cannot be booted into Target 
Disk Mode nor can MacQuisition be used to boot the system.  No imaging can 
occur without this password. 

Model 
Mac with T2 chips have additional startup security features embedded in the T2 
chip.  Determine if the Mac is a model with a T2 security chip.  The serial or model 
number can be used. 

 

One of the functions of the T2 chip is to restrict boot process preventing the 
computer from booting to external devices, including MacQuisition.  This setting 
can be changed in the Startup Security Utility, accessible in the Recovery 
partition.  To boot the Recovery partition, press Command (⌘) - R while booting. 

 

Note:  An admin password is needed to access the Startup Security Utility. For 
additional information refer to https://support.apple.com/en-us/HT208198. 

 

If the Secure Boot settings have not been changed and the admin password is not 
known, the system cannot be booted directly using MacQuisition. 
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Ports, Cables, and Write Blockers 
 

When connecting a target system to an analysis machine for imaging, ports, 
cables and write blockers all must be considered. 

 

Target Disk Mode (TDM) is a Mac feature designed essentially to turn the 
computer into an external hard drive.  The initial use for this feature was file 
transfer.  Consequently, when a computer is in TDM it will be written to when 
connected to another system.  Thus, the need for write blocking. 

 

The ports and cables needed to connect a target system to an analysis system 
depends on the Mac models.  The TDM interface allows connection via FireWire 
for older Macs.  Newer Macs allow access via Thunderbolt and USB.  Apple has 
exhaustive information on TDM at https://support.apple.com/en-us/HT201462.  

 

After determining which ports to use on both systems, the proper cables and any 
necessary adapters must be obtained.  Keep in mind that all cables and adapters 
are not created equally.  Genuine Apple cables and adapters tend to work better.   

 

If a source device has only one USB port, an examiner may use a (preferably 
powered) USB hub.  If the source device only has USB-C port(s), a USB-C to USB-
A type adapter will be needed. 

 

Hardware write blockers add a layer of complexity.  The hardware write blocker 
must be considered when determining the cables and adapters required.  If there 
are difficulties, the hardware write blocker, connections to and from the write 
blocker, present additional items for trouble shooting. 

 

The other option is to install a software write blocker on the analysis 
Mac.  BlackBag’s SoftBlock™ is a software-based forensic write blocking 
tool.  When installed on the analysis system, the user can choose to mount newly 
attached hardware devices with read-only or read-write permissions.  SoftBlock is 
a viable alternative when hardware write blocking tools are unavailable or the 
require cables to connect through the write blocker are unavailable. 
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LAUNCHING MACQUISITION 

For live acquisition of a target, or to use MacQuisition for acquisition from an 
analysis system, plug the MacQuisition dongle into the Mac.  The partitions 
previously listed in The MacQuisition Device section of this guide will appear on 
the system. 

 

 

 

Navigate to the Application volume and click on the MacQuisition 
application.  The following window appears: 

 

 

 

An admin password is needed.  If the password is known, enter it, otherwise click 
Cancel.  If you click cancel the following prompt will appear: 
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Clicking Quit, closes MacQuisition.  Authorize takes you back to the previous 
prompt.  Run Restricted allows MacQuisition to start with restricted user 
permissions. 

 

 

 

If FileVault2 is running on the system the following prompt will appear: 

 

 

 

Click Continue. 
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Note:  When MacQuisition is used to collect data on a target system, this prompt 
will be the first indicator that FileVault2 is active on the system.  Knowing this can 
help determine if logical data should be collected at this time.  If an account 
password or FileVault2 Recovery Key are not known, the data cannot be 
decrypted once the system is shutdown. 

 

Once Continue  is clicked, the user will see the main display for 
MacQuisition.  Relevant case information can be entered, and the time zone 
settings can be set for logs and reporting. 
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LIVE DATA COLLECTION 

Once MacQuisition is launched on a target system, data can be collected from the 
live system via the Data Collection tab.  The data collected can be sent to the 
MQData partition on the MacQuisition dongle or a separate destination collection 
device.  Click on the Data Collection tab. 
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This tab shows locations pre-defined in MacQuisition available for collection.  It is 
organized by the following categories: 

 

• System Data:  data related to the system including network and macOS 
information 

• User Files:  allows collection of data from specific user profiles on the system 

• System Files:  files from selected volumes including Deleted Users, OS 
Version, and sleepimage 

• Additional Files:  an area to specify other files for collection 

 

As information in selected for collection, the approximate size of the collection is 
calculated and displayed. 

 

 

 

The information that will be collected by MacQuisition is displayed in the 
Collection Summary.  Highlight an item listed for collection, and review the 
information displayed in Collection Summary.  Highlighting an item listed for 
collection provides one of the following: 

• A preview of the data that will be collected.  This is common for items listed 
under System Data.  
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• A listing of the files that will be collected.  This is common for both User Files 
and System Files. 
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• A message indicating there are no items to collect for that data. 

 

 

 

Note:  When running in restricted mode, a warning will appear in the Collection 
Summary box if admin permissions are required to collect the data selected. 

 

 

 

After all items for the collection are selected, a destination, hash types, and 
format of the collection all must be specified.  Click Set… to choose the 
destination for the collection.  The Select Destination Volume window appears. 
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All of the Volumes with storage space currently attached to device are listed.  In 
the example shown, EFI, MacSSD, Preboot, Recovery, and VM are all volumes on 
the internal hard drive.  MQData is the data partition on the MacQuisition 
dongle.  You can see in the window which drives are writeable, which drives are 
mounted and if they are mounted Read Only or Read/Write.  Any external media 
connected will also be displayed and available to select as the collection 
destination.  Select the destination volume, then click Open.  A folder can be 
created on the destination volume for the collection.  

 

Once the Destination volume has been selected, set the other collection 
options.  By default, MD51 and SHA1 are both selected.  SHA256 is also a hash 
type option.  Check or uncheck the boxes to select or deselect the corresponding 
hash type.  The collection can be stored in a folder or a sparse image.  The drop-
down menu can be used to change from Folder to Sparse Image. 
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Once all collection preferences are set, click Start.  

 

Note:  By default, Status Tracking is turn on.  Status Tracking creates detailed 
data collection reports saved in csv format.  A warning message appears when 
Status Tracking is on. 

 

 

 

To turn Status Tracking off, click on the Status Tracking button at the top right 
corner. 

 

 

 

. 
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Status Tracking On 

When the collection begins the Activity window will appear showing the status of 
the collection. 

 

 

 

 

 

After the data is collected the data will be verified and the collection reports are 
generated: 
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Once the data collection and verification are complete, a status message is 
displayed in the Activity window.  When the entire data collection process 
completes with no collection or verification failures, the following is displayed: 

 

 

 

If a data collection task fails during the collection or a verification fails while 
Status Tracking is on, detailed information will be stored in the 
All_Files.exceptions.csv report located in the Data Collection/Logs folder.  In 
addition to any files where collection failed, hashes, timestamps and file size that 
have changed from pre-collection to post-collection will be recorded.  As the 
system is still running changes should be expected and depend on what other 
applications are running on the system.  The following message appears in the 
Activity window: 
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Navigating to the collection destination the following folder structure can be 
seen. 

 

 

Files collected are organized in the Files folder by collection category (System 
Data, System Files, and User Files) and by volume name.  Folder structure from 
the system is maintained for both System and User Files.  The Logs folder 
contains the csv reports generated by  MacQuisition.  There are separate reports 
for each collection category, a report containing all files collected, and the 
All_Files.exceptions.csv file containing any collection errors.  These files can be 
opened by any spreadsheet application.  Below is an example of the collection 
errors recorded in All_Files.exceptions.csv: 
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Status Tracking Off 

With Status Tracking off the sequence of events is slightly 
different.  MacQuisition copies the files, computes MD5 hashes, and writes the 
information to log files.  Once Status Tracking is off, the user interface reflects the 
change. 

 

 

 

Once the collection begins the Activity window will appear showing the status of 
the collection.  MacQuisition immediately begins acquiring data. 

 

 

 



 

                                                                           300 Piercy Road  •  San Jose, CA 95138  •  408.844.8890 •  https://www.blackbagtech.com                              
Page 21  

When the collection finishes, if all items specified for collection were copied, the 
Activity window displays the following message: 

 

 

 

If problems were encountered, a pop-up window appears listing the tasks that 
failed by collection category. 

 

 

 

Once OK is clicked, the following message appears in the Activity window. 
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Navigating to the collection destination the following folder structure can be 
seen. 

 

 

 

The organization of the collected files in the Files folder is the same.  Logs 
contains .log files documenting information about the file collected and the MD5 
values.  
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USING MACQUISITION TO 
BOOT A SYSTEM 

There are two reasons to boot a system with the MacQuisition done.  The first is 
to boot a target system for imaging.  The second is to boot an analysis system to 
create a forensically sound environment for imaging devices attached including 
other Macs in Target Disk Mode.  An analysis system booted with MacQuisition 
provides a forensically sound environment for imaging attached devices.  Devices 
attached to a system booted with MacQuisition are attached as read-only so 
write-blockers are not needed.   

 

A Mac that is powered off can be booted from the MacQuisition 
dongle.  MacQuisition can then be used to image the Mac to an external collection 
device.  MacQuisition boots to a forensically sound environment, all devices are 
accessed by default as read-only.  No write blocking hardware or software is 
required. 

 

 

 



 

 © 2019 BlackBag Technologies, Inc.    MacQuisition™ Quick Start Guide                                  Page 24 

How to Start... 

 

Boot Process 

 

 

A screen similar to the following appears: 

 

 

 

Any internal volume on the device are listed with the bootable partitions on the 
MacQuisition dongle. 

 



 

                                                                           300 Piercy Road  •  San Jose, CA 95138  •  408.844.8890 •  https://www.blackbagtech.com                              
Page 25  

Note:  If Bootcamp is installed, the Bootcamp partition is also displayed here. 

 

 

 

Select the appropriate version of MacQuisition to run based on the source Mac 
architecture. 

 

 

 

An arrow appears below the icon of the selected partition.  Click the arrow to 
begin the boot process.  The BlackBag logo appears and shortly after a progress 
bar.  
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A gray screen with a slashed circle will appear if the system fails to boot to the 
selected MacQuisition boot partition.  Shutdown the system by pressing and 
holding the power button and attempt to boot with the next MacQuisition 
partition until all options are exhausted.  
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FORENSIC IMAGING 

To image a computer booted to MacQuisition or to image a target system 
attached to an analysis system via TDM, select the Image Device button.  

 

 

 

At this point, what you image depends on several factors including: 

• FileVault2 enabled 

• File system (APFS or HFS+) 

• Fusion drives 

• Bootcamp enabled 

• T2 chip present 

 

MacQuisition provides labels indicating exactly what hardware is present (T2 or 
multiple drives using Fusion) which file system is in use (APFS or HFS+), if there is 
a Bootcamp partition, and if FileVault2 is enabled. 

 

So, let’s walk through some of the different labels MacQuisition uses.  This is by 
no means an exhaustive list. 
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APFS and FileVault2 

 

 

MacQuisition identifies an APFS volume on disk0 with FileVault2 enabled.  In the 
example above, a user password or Recovery Key have already been entered, 
unlocking the FileVault2  encryption.   

There are two options for imaging: 

• Image disk0:  Creates a bit-by-bit copy of the entire physical disk.  FileVault2 
can be decrypted during analysis with BlackLight. 

• Image disk1:  Creates an image of the APFS Container with the FileVault2 
encrypted data.  FileVault2 can be decrypted during analysis with BlackLight. 
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APFS and Fusion 

 

 

MacQuisition identifies an APFS volume (disk2) on a Fusion drive using disk0 and 
disk1.  The APFS Container is synthesized as disk2.  Image disk2, the synthesized 
APFS container. 
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APFS, T2 and FileVault2 

 

 

MacQuisition identifies and APFS volume with FileVault2 on a system with a T2 
chip on disk0.  The APFS container is synthesized as disk1.  Image disk1 after 
unlocking the volume using a user login password or the Recovery Key.  Since this 
system has a T2 chip, FileVault2 must be decrypted during acquisition.  An image 
of disk0 will contain encrypted data that cannot be decrypted. 
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Other Possibilities 
If any of the above configurations also included a Bootcamp partition, it would be 
listed.  An image of the APFS Container and a separate image of the Bootcamp 
partition may be required. 

 

For systems with HFS+, if FileVault2 is enabled a user login password or Recovery 
Key are needed to unlock the volume before imaging.  

Quick Reference Chart 
Below is a quick reference chart to help determine when FileVault2 must be 
unlocked before imaging and which device should be imaged.  The disk numbers 
referenced will change if TDM is used to connect a target system to an analysis 
system running or boot to MacQuisition. 

 

File 
System/T2 Fusion FileVault2 Imaging Options 

HFS+ No No Image physical drive (disk0) 

HFS+ Yes No Image logical drive containing merged data (disk2) 

HFS+ No Yes Unlock encrypted FileVault2 data before imaging, image 
decrypted logical drive 

HFS+ Yes Yes Unlock encrypted FileVault2 data before imaging, image 
decrypted merged fusion logical drive 

APFS No No 

Image physical drive (disk0) (Do this if Bootcamp is 
present) 
or 
Image APFS Container (disk1) 

APFS Yes No Image APFS Container (disk2) merged data from disk0 
and disk1 

APFS No Yes 
FileVault2 data can be decrypted during analysis by 
BlackLight 

Image physical drive (disk0) 
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File 
System/T2 Fusion FileVault2 Imaging Options 

APFS Yes Yes 

FileVault2 data can be decrypted during analysis by 
BlackLight 

Image APFS Container (disk2) merged data from disk0 
and disk1 (can unlock encrypted data before imaging to 
get decrypted image) 

APFS T2 
chip No No Image APFS Container (disk1) 

APFS T2 
chip Yes No Image APFS Container (disk2) merged data from disk0 

and disk1 

APFS T2 
chip No Yes Unlock encrypted FileVault2 data before imaging, image 

APFS Container (disk1) 

APFS T2 
chip Yes Yes 

Unlock encrypted FileVault2 data before imaging, image 
APFS Container (disk2) merged data from disk0 and 
disk1 
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UNLOCKING FILEVAULT2 
VOLUME 

To unlock a volume, on the MacQuisition toolbar, select the Tools button. Select 
the Mount Device tab then locate and select the Locked volume.  In the bottom 
right corner of the 'Tools' window, select the Unlock Selected Device (Read 
Only). 

 

 

 

A password/recovery key prompt appears. 
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Enter a user login password, the FileVault2 Recovery Key or click Select Keychain 
File… (FileVaultMaster.keychain).  Click Unlock.  If an incorrect decryption 
credential is entered, a dialog box appears indicating failure.  If correct decryption 
credentials are entered, a dialog appears indicating the volume was successfully 
unlocked. 

 

 

 

On the MacQuisition toolbar, select the Image Device button.  The encrypted 
APFS volume should now be unlocked in the 'Image Device' view. 
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Imaging 

Options 
Before imaging begins, the following information must be provided to 
MacQuisition: 

 

• Image Format 

• Segment Size 

• Hashes 

• Destination(s) 

• Include Unallocated (AFF4 format only) 
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Image Format 
The following image formats are available: 
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Segment Size 
With the exception of AFF4, images can be segmented.  Choose the segment size 
from the drop-down menu or manually enter a customized segment size.  By 
default, No Segments is selected, creating a one large image. 
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Hashes 
MacQuisition has three imaging hashing options:  MD5, SHA1 and SHA256.  An 
E01 image will contain the MD5 and SHA1 hash value within the image if these 
hash options are selected. AFF4, Raw and DMG image formats do not store the 
hash values within the image. 

 

Pre-image hashing is a preference that can be set in MacQuisition.  When 
selected, hashing will occur before and after imaging. 
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Destination(s) 
Destination(s) indicate where the created image and MacQuisition log files will be 
stored.  For segmented images, more than one destination drive can be selected. 

Include Unallocated 
Once the AFF4 format is selected, an Include Unallocated check box will appear 
next to the Image Device button.  On devices with T2 chips, unallocated space 
cannot be decrypted. uncheck the box next to Include Unallocated to decrease 
overall imaging time.  For APFS Fusion leave Include Unallocated checked. 

 

 

 

Image Device 
Once all options are set as desired select the Image Device button. An image 
name prompt appears.  Enter a name in the text box and select the Continue 
button. 

 

 

 

Click Image Device.  The Image in Process and Activity windows appear. 
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Activity Window 
During the acquisition process, MacQuisition displays an Activity window. A 
progress bar appears to indicate bytes complete, percentage complete, and 
estimated time remaining. 

 

Hashes selected on the Image Device window will be computed after the image 
is created.  The hash values will appear in the Activity window and will also be 
stored in the Acquisition Log.txt file created in the image destination folder. 

 

For AFF4 images, once imaging completes the Activity window will appear 
similarly to the following: 
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ADDITIONAL INFORMATION 

For additional information on using MacQuisition, refer to the MacQuisition 
User’s Guide.  If you have any other questions or issues, search the BlackBag 
support portal https://support.blackbagtech.com or reach out to tech support via 
email support@blackbagtech.com. 

 

 

 


